Active Threat Response Plan Guidance 
	For Institutions of Higher Education (IHEs)

	

Introduction

This template is provided by the Virginia Department of Emergency Management (VDEM) to assist Virginia’s Institutions of Higher Education (IHE) in the development of an Active Threat Response Annex to your Crisis and Emergency Management Plan. 

The guidance document is scalable document and intended to set forth some, but not all, of the actions that the institution may take to prepare for, mitigate, respond to and recover from an incident involving an active threat in order to save lives and protect property. Additionally, it provides a format for effective and coordinated response to integrate local and state resources that may be required by the incident. This guidance document serves as a framework to fit the functions and capabilities of your institution’s emergency management organization and its operational plans.  It is not considered a finished document. It is intended to be used as a tool in the planning process, which should include all stakeholders within the college community, appropriate local and state, as well as private and nonprofit organizations. The format is general and provides examples of items that may or may not be applicable to your particular institutional community. 

Examples of stakeholders to consider for your planning team:
	*Note: Not all team members need to be at every meeting. Like your Crisis and Emergency 	Management Plan, they will provide support and input which will be valuable to developing a 	realistic Active threat response tailored to your college/ university’s capabilities. 

· Campus Police/Security, 
· Campus Emergency Management, 
· Representatives/Advocates for functional needs and limited English proficiency populations, 
· Threat Assessment Team       
· Members of the campus community- Officials/Staff/ Faculty/Students 
· Local Emergency Management- https://lemd.vdem.virginia.gov/Public/Default.aspx, 
· Local Law Enforcement, Fire and EMS,
· Local Hospital Representatives
· Local businesses that are on or near campus 
· VDEM Regional Coordinator- http://www.vaemergency.gov/content/regional-coordinators,
· VDEM Preparedness Division- Local Planning Assistance
· Virginia State Police, and
· Virginia Department of Health


Nature of the Hazard

The U.S. Department of Homeland Security (DHS) defines an active shooter as, “an individual actively engaged in killing or attempting to kill people in a confined and populated area.” “Active threat” includes active shooter, but more broadly defines the scope of the threat to include use of weapons such as cutting weapons, explosives, vehicles for the same purpose.  All of these have been involved in active threat incidents, both singularly and in combination. 

DHS recognizes that historically there has been no evidence to support any pattern or method to the selection of victims in an active threat incident. These incidents are unpredictable and evolve very quickly. The average length of an active shooter incident is less than 15 minutes, which does not usually allow law enforcement time to respond and mitigate the incident. (For more information:  http://www.dhs.gov/active-shooter-preparedness). 


Guidance for developing your Crisis and Emergency Management Plan can be found at http://www.vaemergency.gov/em-community/plans/eop-templates-college. 


Purpose 
The purpose is a general statement of what this hazard specific annex is meant to do, and should be supported by a brief synopsis of what is included within this annex. 

Example: The purpose of this hazard specific annex is to direct actions intended to preserve life and protect property in the event of an active threat incident on the campus of (name of college/ university). This annex establishes an emergency organization to integrate with the locality in which the campus resides to provide the best emergency response and recovery during an Active threat situation, by assigning responsibilities to specific entities. All essential entities are to utilize any and all available resources when mitigating against, preparing for, responding to, and recovering from an active shooting on campus. Developed in coordination with institutional, local and state response stakeholders, this annex provides for the interoperability and integration of all outside resources which may be utilized. 

Scope:
The scope addresses the jurisdictional boundaries of the plan, the agencies and/or departments that have a role in implementing the plan as well as the actions that may be taken during the various phases of an emergency.

Example: This annex and all its contents apply to the entire (name of college/ university) campus as well as nearby environments to include all staff, faculty, students, visitors/ guests, departments, facilities and any other populations or persons on this institution’s property. Given the sensitive nature of this hazard, only those entities with identified roles and/or responsibilities as assigned in this annex will have access to its contents. 


Situation
The situation section describes the college or university’s circumstances as they relate to an Active threat incident that may occur on or near your campus. This should include the probability and impact of the hazard, vulnerable facilities and populations (Ex: students with physical or cognitive disabilities, limited English proficiency and minors), as well as the resource dependencies an active threat incident would have on your institution.  

Consider including: 
· Summary of the campus’ weapons policies
· Physical description of the campus and surrounding background noise
· Process of notifying decision makers of the incident
· Notification methods available to immediately warn the campus of the situation (email, sirens, screen local messaging, mobile device notifications)
· Notification methods to warn people with access or functional needs including limited English proficiency
· Events and mass gatherings on campus that may be vulnerable to an active threat, and may require further considerations when responding to the incident- 
· How many people typically attend these events? 
· What policies are in place to prevent or mitigate an active shooting? 
· How open are your venues or spaces? 
· Do you have clearly identified evacuation routes out of the venues?
·  Do you provide additional security personnel for special events on campus?
· Would any of these policies or practices delay the response by campus security or local police? (Ex: ingress/ egress of traffic/ attendees, location of the shooter, etc.)
· Preventive or mitigating policies that may factor into an active shooting incident. (Ex: limited facility access, crime prevention through environmental design (CPTED), campus alerting systems, security measures, etc.). 
· Critical Infrastructure and Key Resources (CIKR) - Consider the adversary may intend to take control of, limit access to or destroy infrastructure or resources. 
· Campus facility policies- ability to lock-down, limit access. 
· Campus Police/ Security- Are they armed? Trained to neutralize Active threats?
· Communications- Describe the institution specific methods of receiving and transmitting notification of an active threat on campus. 


Assumptions
Assumptions describe things that are assumed to be true that directly impact the execution of this annex and the limitations of this annex, providing a basis for improvement and modifications in the future.  Do not use an assumption that is not true. For example, the president shall declare a state of emergency. IHE presidents have no such authority.  The College/University President may request a local jurisdiction to declare a local emergency; recognizing the jurisdiction may not. 

Examples of assumptions: 
· All entities and persons with responsibilities outlined in this annex will have access to and 	knowledge of the college/ university’s Crisis and Emergency Management Plan
· The IHE has a plan and the capability to reach populations with functional needs and limited 	English proficiency in the event of an Active threat
· All response entities outlined in this annex will develop and maintain plans and procedures to 	fulfill their designated roles and responsibilities
· Active threat incidents are criminal in nature, and institutional procedures will be developed in 	coordination with local and state law enforcement and investigative agencies and 	departments
· The integrity of the crime scene will be maintained by limiting access, preserving evidence, 	document activities and personnel, etc
· Reactionary responses of individuals may be altered from normal cognitive ability based on the 	nature of the threat.  

[bookmark: _Toc299957812]Concept of Operations (CONOPS)
The CONOPS describes the sequence and scope for a planned Active threat response. It is a description of how the response entities will accomplish a mission or set of objectives which are determined during the planning process and based on the institution’s capabilities. 

Example: (Name of college/ university)’s Crisis and Emergency Management Plan is based on the idea that emergency activities and operations will begin at the institutional level and that outside assistance will be requested from (county/town/city) when an active threat incident exceeds the institution’s capabilities. When an institution is aware of actual or potential active threat activity on the campus, the institution is responsible for notifying the local host jurisdiction of the incident whether requesting assistance or not.

Should an active threat incident occur on campus, institutional emergency response organizations respond to the incident scene and notifications to local authorities are notified. Command and control of the incident scene is vested with the Incident Commander/Unified Command, which will be established by local response entities. The local emergency manager/EOC will communicate with VDEM to request any state resources on behalf of the institution. 

Roles and Responsibilities 
An effective response to an active threat event on campus, will involve a coordinated response between the institution of higher education and the local government.

Examples:

Identify by position and title the individual who has been designated as the point of contact to:

· Contact to the local government for resource requests
· Notify the Criminal Injury Compensation Fund and the Virginia Department of Criminal Justice Services to request services and resources for the victims, pursuant to the 
Code of Virginia §23-9.2:9

Refer to the roles and responsibilities in the basic plan and other relevant sections and identify by position and title the individuals that have a role in an active threat:
· Security and/or campus law enforcement
· Buildings and grounds
· Communications 

Action Checklist
Preparedness and Mitigation Actions
Identify actions that are implemented during non-emergency periods to prepare for or reduce the risk of an active threat incident on the institution’s campus. Education in advance can assist the campus on whom to call and what information to provide. This will also help law enforcement, since the person would have known what description of the suspect/ weapon was needed. Educate staff of early warning signs to look for to detect violent behavior. Teach campus community how to respond if a shooting occurs- http://www.vaemergency.gov/ready-virginia/additional-resources/run-hide-fight-video.

Examples may include but are not limited to: 
· Develop student emergency evacuation/shelter-in-place plans
· Develop, test, and maintain an Emergency Notification System will be conducted (monthly or  	annually)
· Produce and distribute educational materials and incident-specific procedures to the campus 	community.
· Provide local law enforcement and fire agencies with campus maps and facility floor plans. 
· Exercise and update this annex regularly. 


Response Actions

Examples include but are not limited to: 

Receive notification of an Active threat on campus
Local Law Enforcement/ Emergency Communications Center or Campus Police/ Security
· Coordinate with local government to notify campus emergency staff if the local government is notified first. 

Warn campus community
Campus Police/ Security or Emergency Management
· Advise the college community to avoid potential danger areas.
· Issue a timely warning as required under the Clery Act.
Notify all essential response entities and personnel
Campus Emergency Management 
· Local: Law Enforcement, Emergency Management, Fire & EMS, etc.
· Campus: Police/ Security

Response to scene and size-up
Campus Police/ Security or Local Law Enforcement
· First law enforcement responders to arrive communicate situation details.
· Alert emergency medical facilities of a potential mass casualty producing incident.
· Communications should be maintained between campus and local responders throughout the incident. 
· Identify the perpetrators’ proximity to vulnerable populations and facilities.
· Limit access to campus except for emergency response personnel. 

Activation of the institution’s Emergency Operations Center (EOC), if applicable
Campus Emergency Management
· EOC begins notifications and coordination of support and resource requests

Incident Stabilization
Campus Police/ Security or Local Law Enforcement
· Secure incident sites and nearby vulnerable populations and facilities

Alert campus community of further instructions and information
Campus Police/Security or Emergency Management
· Maintain communications with those on campus throughout the incident. 
· Make protective action decisions (evacuation/shelter-in-place, cancel classes, etc.)

Evacuations or Shelter-in-place
Refer to the Campus’ Evacuation and Shelter-in-Place Annexes
· Facilitate the evacuation of danger areas, directing individuals to pre-identified locations. 
Note: police may want to question potential witnesses, so avoid allowing individuals to leave the site before they are released by law enforcement officials. 

Life Safety Operations
Local Fire & EMS, Law Enforcement and Campus Police/Security 
· Conduct search and rescue, triage and transportation of injured.

Notify the Virginia Department of Criminal Justice Services and Criminal Injury Compensation Fund pursuant to Code of Virginia § 23-9.2:9, to deploy assistance to victims as defined in Code of Virginia §19.2-11.01. Note: The current contacts for both are required by the above Code to be included in your Crisis and Emergency Management Plan. 

Public Information
Campus Public Information Officer (PIO)/ Spokesperson or Local PIO
· Disseminate information to the public. 
· Direct media to a safe location where briefings will be conducted.
· Consider where you will direct families of students and staff that will come to campus. This may include directing friends and families to a Reception Center. 

Assess the need for a Family Assistance Center (FAC)
Campus Officials in coordination with Local Emergency Management
· If required by the incident, one will be established through coordination with state/local emergency management. 
· The FAC template is available on the VDEM website at: http://www.vaemergency.gov/em-community/plans/local-templates. 


















Authorities and References

The policies section identifies the authorities and references unique to the incident type, the special actions or declarations which may result, and any special policies applicable. 

Examples:

University/ College
College/ University Crisis and Emergency Management Plan 

Local
List relevant plans, policies, authorities, and references utilized to develop the college/university Active threat plan/annex.

State
Commonwealth of Virginia Emergency Services and Disaster Law of 2000, as amended
The Commonwealth of Virginia Emergency Operations Plan (COVEOP) available on the VDEM website:  http://www.vaemergency.gov/em-community/plans/2012COVEOP

Federal
Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Statistics Act (Clery Act)
Guide for Developing High-Quality School Emergency Operations Plans, 2013 http://www.dhs.gov/sites/default/files/publications/REMS%20K-12%20Guide%20508_0.pdf 
Homeland Security Presidential Policy Directive 5
http://www.gpo.gov/fdsys/pkg/PPP-2003-book1/pdf/PPP-2003-book1-doc-pg229.pdf 
Homeland Security Presidential Policy Directive 8
http://www.dhs.gov/xlibrary/assets/presidential-policy-directive-8-national-preparedness.pdf 
National Response Framework, 2013 http://www.fema.gov/media-library-data/20130726-1914-25045-1246/final_national_response_framework_20130501.pdf 

For additional information consider:

FEMA Lessons Learned Information Sharing
After Action Reports https://www.llis.dhs.gov/content/active-shooter-2 
FBI Campus Attacks: Targeted Violence Affecting Institutions of Higher Education
http://www.fbi.gov/stats-services/publications/law-enforcement-bulletin/2013/May/campus-attacks.pdf 
U.S. Department of Education
http://www2.ed.gov/admins/lead/safety/emergencyplan/index.html 
[bookmark: _GoBack]http://www2.ed.gov/admins/lead/safety/crisisplanning.html
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