
 Terrorism Response Annex


This document is a template for developing a Terrorism Response Plan, intended to serve as a hazard specific annex to the Emergency Operations Plan (EOP) for a locality.  It is important to note that this template is constructed to provide guidance and it has been proven most useful when the localities perspective has been incorporated. It is intended to be used as a tool in the planning process, which should include all stakeholders within the community, external agencies, and organization partners. It is written in a general format and provides examples of items that may or may not be applicable to your particular community. The template should be reviewed, and modified as necessary, to fit the needs of your community, not simply cut and paste.

POLICIES, AUTHORITIES, AND REFERENCES

The policies section identifies the authorities and references unique to the incident type, the special actions or declarations which may result, and any special policies that apply.

Local

List relevant policies, authorities, and references utilized to develop the local plan.

State

1. Commonwealth of Virginia Emergency Services and Disaster Laws, 2000

2. Commonwealth of Virginia Emergency Operations Plan (COVEOP), 2007

3. Commonwealth of Virginia Emergency Operations Plan, Terrorism Consequence Management Plan Annex Volume IV, September 2009 
4. Commonwealth of Virginia Strategic National Stockpile Plan, Virginia Department of Health, 2008

5. Commonwealth of Virginia Critical Infrastructure Protection and Resiliency Strategic Plan, 2008

6. Code of Virginia, Titles 2.2, 3.2 and 29

7. Executive Orders 43 (2007) and 44 (2007)

Federal

8. National Response Framework, 2010

9. Title 18, ISC, Section 2332a, Weapons of Mass Destruction

10. Title 18, USC, Sections 175-178, Biological Weapons Anti-Terrorism Act (BWAT)

11. Title 18, USC, Sections 371-373, Conspiracy

12. Title 18, USC, Sections 871-879, Extortion and Threats

13. Title 18, USC, Section 1365, Tampering with Consumer Products

14. Homeland Security Presidential Directive 5

15. National Infrastructure Protection Plan, 2009

16. 21 USC, Chapter 4, Subchapter III

17. The Animal Industry Act: 21 USC, Sections 112, 113-114a-1, 115-117, 120, and 130

18. Cattle Contagious Diseases Act of 1903: 21 USC, Sections 112, 120-122

19. Federal Food, Drug, and Cosmetic Act, Chapter III – Prohibited Acts & Penalties

20. Department of Homeland Security Target Capabilities List, 2007

21. Federal Register, Vol. 73, No. 149, Friday, August 1, 2008

22. Handbook for Responding to a Radiological Dispersal Device, Conference of Radiation Control Program Directors, Inc., 2006
23. Planning Guidance for Response to a Nuclear Detonation, Executive Office of the President (National Security Staff and Office of Science and Technology Policy), June 2010
24. Report of the Shelter-in-Place Workgroup, Chemical Stockpile Emergency Preparedness Program (CSEPP), December 2001

25. National Preparedness Guidelines, Department of Homeland Security, September 2007

PURPOSE

The purpose of this annex is to provide incident specific guidance to the locality, to plan for an effective emergency response, in the event of a terrorism incident. It augments the Emergency Operations Plan (EOP), which guides the jurisdictions preparation for and response to emergencies and disasters. This annex will further define incident specific concepts of operation and organizations & responsibilities  of responding agencies  as well as how our local agencies will integrate with state and federal authorities, consistent with the National Incident Management System (NIMS), employing the Incident Command System (ICS) utilizing a Joint Field Office (JFO).

SITUATION

(Locality), Virginia has a land area of (X square miles), and a population of (X). The terrain is (flat, rolling, mountainous, etc). Most of the (city/county’s) land area drains into the (XYZ River (s), Bay, etc). 

Jurisdiction Specific Characteristics

Part of the (locality) is within (10 miles) of (Power Station), and in the radiation plume exposure zone (EPZ). The entire (Locality) is within the (50 mile) Ingestion Pathway Zone (IPZ) of the (Power Station). The locality is host to multiple CIKR activities (consider including a table of CIKR with POC’s or tell the reader where to obtain the list).
NATURE OF THE HAZARD

The Chemical, Biological, Radiological, Nuclear and Explosive (CBRNE) threat spectrum is diverse in terms of range and depth, as well as the versatility it provides the adversary in planning a single or complex incident—or series of incidents—using known or novel tactics, techniques and procedures (TTP’s) to generate the desired outcome, fear and turmoil which gather the public attention for a political issue. The spectrum ranges from easily obtainable common high yield explosives, industrial chemicals, and radiological medical products to more difficultly obtained military grade nuclear, biological, and chemical (NBC) weapons and material.  These varying components of the threat spectrum provide the capacity to develop and tailor an attack to target specific vulnerabilities utilizing resources available. 

Explosives have been the most common weapons utilized in both international as well as domestic terrorist attacks. Use of explosives in terrorist attacks is preferred, as resources and instructions for producing a bomb are easily acquired.  The execution of the tactic can be relatively simple—involving very little risk and producing desired effects in an immediate and dramatic manner. 

Terrorists, to a greater extent than other criminals, tend to operate in unpredictable ways, aiming to create fear and turmoil.  They rely on surprise to achieve both, striving to defy deterrence interventions.  When terrorist screening protocols used in the months after the 9/11 attack ignored women as suicide bombers, terrorists responded by enlisting women to participate in suicide bombing.  Terrorists tend to operate intentionally outside of predictable patterns to exploit elements of fear and uncertainty, so such patterns are less likely to show up in the data.  In the case of terrorism, it may well be that the only thing that can be safely predicted is that successful acts of terrorism will continue to surprise us, even if infrequently (2009 NCTC Report on Terrorism). 

CONCEPT OF OPERATIONS

Should a WMD incident occur (with or without a pre-release crisis period), local emergency response organizations respond to the incident scene and appropriate notifications to local, state, and federal authorities is made. Control of the incident scene will be established by our local response authorities (senior fire or law enforcement official on scene). Command and control of the incident scene is vested with the Incident Commander/Unified Command. Operational control of assets at the scene is retained by the designated officials representing the agency (local, state, or federal) providing the assets; these officials manage tactical operations at the scene in coordination with the IC/UC. The incident command structure that was initially established will likely transition into a unified command (UC). This UC will facilitate both crisis and consequence management activities. The UC structure used at the scene will expand as support units and agency representatives arrive to support crisis and consequence management operations. On-scene consequence management activities will be supported by the local and State EOC (VEOC).

Assess and Control Hazards 

First responders begin developing the situational awareness required to execute immediate life-saving actions while relaying information about the incident required for command and support personnel to share a common operating picture and coordinate an appropriate jurisdiction-wide response.

Action Checklist

· Establish incident command

· Examine the situation

· Assess the hazard

· Report assessment

· Request additional resources

· Control the hazard

· Monitor the hazard

Identify Prevention & CIKR Protection Activities

The EOC will identify potential impacts to Critical Infrastructure and Key Resources (CIKR) within our jurisdiction and alert corresponding points of contact (POC’s). Review the plans of affected CIKR facilities to ensure mutually beneficial response strategy. Maintain communication with affected CIKR stakeholders throughout the response.

Select Protective Actions 

First responders relay details of the incident to the EOC which gathers and analyzes raw information to support the production of real time disaster intelligence. Disaster intelligence is used to update jurisdiction-wide risk assessments, particularly for the public & CIKR, to determine potential change in residual risk levels necessitating immediate protective actions and/or countermeasures.

Following an assessment of the hazards involved, the incident commander (IC) makes decisions on immediate localized implementation of protective actions. A balanced strategy incorporating both sheltering-in-place (SIP) and evacuation is the most effective protective action strategy for most hazard scenarios. Protective action decisions take into account population distributions, projected or actual exposure to a hazardous substance, availability of adequate shelters (condition of structures in hazard areas), evacuation time estimates, and other relevant factors. The EOC coordinates additional resources to support the IC’s decision and evaluates the protective actions for further needs (e.g. expanding evacuation zones due to weather conditions or restricting airspace due to hazard characteristics).  

Sheltering-In-Place (SIP)

Choosing sheltering-in-place is preferable when there is reasonable assurance that movement of people from their current location will endanger their health and safety more so than instructing them to remain in place. When making the decision to direct the public to shelter-in-place, some common issues include:
1. Public perception of shelter-in-place versus evacuation

2. How should an all clear be sounded for those sheltered in place

3. Policy for egress from shelter-in-place

4. Assisting people after they leave locations they sheltered-in-place 

The SIP strategy must include a plan for ending SIP. A strong public education component is required for any SIP strategy to be effective, as evacuation will typically be the more intuitive protective action unless the community has been educated on SIP strategy.

Evacuation

The IC is authorized to order limited evacuations when there is immediate or anticipated danger to the public. Any decision to evacuate the public is based on the reasonable assurance that movement of people to an area outside of an affected area is of lesser risk to them than remaining inside the affected area. When the need for extensive evacuation is determined, evacuation will, when possible, be conducted utilizing established evacuation zones and routes (emergency support function (ESF) 1). 

Action Checklist

· Analyze the hazard
· Identify specific hazard response guidelines, see hazard specific appendices:

· Chemical (Page 12)       

· Biological  (Page 14)
 

· Radiological/Nuclear (Page 16)


· Explosive (Page 19)

· Determine protective action strategy (evacuation, SIP, public sheltering, etc)

· Determine CIKR notification needs

· Begin notification of off-duty personnel required to implement protective actions

· Determine public warning requirements

· Develop the incident action plan

Conduct Public Warning

Notifications of the incident with instruction on how the public should respond are issued by the jurisdiction.

Action Checklist

· Complete prepared warning messages (see ESF 15)
· Develop instructions for the public unique to the incident

· Initiate public warning

Implement Protective Actions

These actions reduce or eliminate additional impacts to the community by clearing the danger zone, treating victims, and moving those affected to a safe location. These activities require the support of many community stakeholders to be effective.

Action Checklist
· Isolate the danger area and control access

· Determine potential for spread of hazards and collateral affects

· Coordinate road closings and placement of barricades

· Coordinate evacuation support

· Coordinate transportation

· Designate safe zones, evacuation assembly centers, and shelter sites 

· Support shelter-in-place implementation

· Estimate hazard duration times

· Identify utility outages

· Coordinate potential need for general support to persons sheltering-in-place

· Coordinate for decontamination support

· Coordinate medical treatment

· Coordinate emergency triage and pre-hospital treatment
· Implement isolation and quarantine

· Coordinate medical surge

· Coordinate medical supplies management and distribution

· Make decisions on, and coordinate, mass prophylaxis
· Coordinate support to special needs populations

· Coordinate search and rescue

· Review continuity of operations (COOP) plan, particularly activation triggers

· Assure cost tracking of response efforts
Implement Short-term Stabilization
Prior to returning the affected area to routine use, the impacts of the attack are reevaluated to determine residual risk to the public. Law enforcement will conduct investigations and coordinate with emergency management to determine when recovery actions can begin to return the affected area to routine use. While the affected area is unsafe for routine use provisions to safeguard the health and welfare of the affected population will be a priority of the locality. 

Action Checklist

· Coordinate shelter operations

· Implement COOP plan in support of impacted essential functions
· Conduct thorough review of jurisdiction-wide risk assessments and hazard analyses
· Evaluate potential need for increased security measures
· Prepare for reentry and return of displaced population

Implement Recovery

Terrorism is designed to reduce the public’s confidence in our government and our way of life. The attacked area should be returned to routine use as quickly as possible; however, ongoing impacts of any catastrophic incident within the community and its citizens are inevitable and require the ongoing support of the entire community.
Action Checklist

· Evaluate need for Disaster Recovery Center (DRC) and/or Family Assistance Center (FAC)
· Plan & implement reentry

· Plan & implement return
· Conduct an after action review (AAR)
ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES

This section identifies the additional duties of agencies when involved in responding to a terror incident within the jurisdiction. The organization of the response within the locality mirrors the state and federal organization for initial emergency response to emergency situations that pose an immediate public safety threat. 

When our locality is aware of actual or potential terrorist activity within the jurisdiction, we are responsible for notifying the Virginia Emergency Operations Center (VEOC) of the incident whether requesting assistance or not. If it is determined, that an act of terrorism is involved, law enforcement at all levels of government will support the investigative process, and a significant law enforcement component is integrated into the unified command with the Federal Bureau of Investigation (FBI) serving as the lead investigative agency.

The State and Federal roles as resource coordinators remains unchanged in coordinating consequence management activity involving a terrorist incident. The unified command system is an extension of the incident management system established and functioning at the local level consistent with the NIMS. The unified command will include the local ESF’s as well as private industry stakeholders and subject matter experts, dependant on the following factors: the terrorist threat stream(s) employed, the challenges presented to the emergency management community in responding to and recovering from the threat stream(s), the target involved, and the community impacted. 

Special Coordination Structures

As additional resources arrive, the Incident Command System (ICS) will often transition to the Unified Command System (UCS) consistent with the National Incident Management System (NIMS). The IC responsibility will likewise transition from the local IC to a designated federal official. Presidential Decision Directive 39 (PDD 39) designates the Department of Justice (DOJ), represented by the FBI as the lead federal agency (LFA) for crisis management of a terrorist incident, and the Federal Emergency Management Agency (FEMA) as the LFA for consequence management of an incident. As operations transition from crisis management to consequence management, the LFA will transition from FBI to FEMA. The FBI will consult with FEMA to determine when the transition will occur. Additional federal agencies with responsibilities to respond to CBRNE events will be integrated as needed. The VEOC will assist in contacting appropriate federal response agencies. 

Local

Fire/EMS/Hazardous Materials (HAZMAT)

· Establish monitoring and decontamination activities  

· Safety zones adjacent to incident sites

· Designated evacuation assembly centers

· Official public shelter sites

· Coordinate with medical facilities to ensure monitoring & decontamination of intake

Law Enforcement

· Coordinate immediate protective actions

· Establish and maintain cordons & security perimeters including evacuee safety zones

· Coordinate with medical facilities to ensure security & crowd control

· Control traffic

· Responsible for notifying the FBI when terrorism is suspected

Public Works

· Coordinate emergency requirements for restoration of key facilities and equipment

· Support search and rescue by providing stabilization and demolition of damaged structures

· Engineering assessment of damaged public facilities

· Provide signage and equipment to assist law enforcement with traffic control

· Manage debris removal; coordinated with law enforcement

· Coordinate with local animal control and the VA Department of Agriculture & Consumer Services (VDACS) for disposal of animal remains

Transportation

· Coordinate movement of victims to designated shelters

· Implement evacuation zone and route plans

Social Services

· Ensure coordination with Fire/HAZMAT for hazard monitoring and decontamination at shelter sites

· Coordinate with decontamination and transportation personnel to determine need to separate displaced victims from those exposed to a hazard agent

Additional Local Agencies

Identify additional coordinating and cooperating agencies with terrorism incident specific response responsibilities.

Inter-jurisdictional and Regional
Metropolitan Medical Response System (MMRS)

The MMRS is a regionally integrated medical response system which enables local jurisdictions to manage an event until state and federal response resources are mobilized. The MMRS is designed to increase the capabilities of local governments to manage medical and health consequences of natural or man-made disasters, with particular emphasis on terrorist events. MMRS is structured around a contract framework that focuses on specific deliverables:

· Detection and identification of toxic agents or disease

· Extraction of victims from contaminated areas

· Decontamination of exposed persons (chemical or radiological incidents) 

· Control of infection (biological incidents)

· Emergency treatment

· Triage and patient transport

· Provide definitive care

· Mass immunization or prophylaxis

· Mass fatality management

· Environmental surety (identifying residual health risk)

State


Virginia Department of Emergency Management (VDEM)

VDEM is the lead agency for initial emergency response to emergency situations that pose an immediate public safety threat to the health and welfare of the citizens of the Commonwealth. The VEOC is the warning center in the state to which local governments report potential and actual acts of terrorism, and through which assistance is requested when the nature or magnitude of the situation exceeds local capability. VDEM maintains Regional Hazardous Materials Officers (RHMOs) and Regional Hazardous Materials Response Teams equipped and trained to deal with hazardous materials in a variety of situations. 

Virginia State Police (VSP)

The VSP will be the lead state agency in situations involving explosives. The VSP Bureau of Field Operations (BFO) maintains a variety of resources that can be utilized in responding to terrorism:

· Seven tactical teams

· Explosives detection canine units assigned to the seven field divisions 

· Tracking canine utilized in patrolling as well as crowd and riot control

· VSP’s Bureau of Criminal Investigation (BCI) maintains bomb technicians (assigned to all seven-field offices) trained in locating, rendering safe, and removing explosive devices
Virginia Department of Health (VDH)

Response to and recovery from a biological incident will follow the plans procedures and protocols developed by VDH within the overall framework of the COVEOP. All of these plans are designed to interface with and  support local, regional and federal plans in place to facilitate coordination efforts as well as enhance surveillance, detection and response capabilities at all levels. VDH and VDEM developed the Commonwealth’s Strategic National Stockpile (SNS) plan in coordination with a variety of public and private sector entities to ensure adequate medical supplies and pharmaceuticals are available to support response and recovery operations to such events. The SNS plan is maintained by VDH.
Office of the Chief Medical Examiner (OCME)

The management and disposition of all unnatural deaths come under the primary jurisdiction of VDH’s Chief Medical Examiner. The OCME is responsible for fatality management as is indicated in the State Fatality Management Plan (which is maintained by the Virginia Department of Health). OCME will integrate into the Unified Command and coordinate with law enforcement officials on scene to handle remains.

Virginia Department of Behavioral Health and Development Services (DBHDS)

Coordinates with other state agencies to provide crisis-counseling programs, including critical incident stress debriefings,  and other mental health response initiatives. 

Virginia Department of Social Services (VDSS)

Coordinates the Family Assistance Center (FAC) plan to support the much broader fatality management response activities of ESF #8 and the OCME.  FACs may be opened as the result of a mass casualty incident and a valid VDSS mission assignment received from the VEOC.  Its mission is to deliver incident specific support services through interaction with and provision of legal, customary, compassionate and culturally competent required services to the families of the injured or deceased to include updated incident information prior to the media release. 
CERFP (Virginia Army National Guard)

Chemical, Biological, Radiological, Nuclear and High-Yield Explosive Enhanced Response Force (CERFP) is trained and equipped to support an emergency response to an event of a natural disaster, chemical spill, or deliberate act of terrorism involving WMD. 

· Search incident sites, including damaged buildings

· Rescue victims

· Conduct decontamination

· Perform medical triage and initial treatment

· Deployed through VDEM
WMD Civil Support Team (CST), Virginia Army National Guard
CST is designed to augment local and regional terrorism response capabilities in events known or suspected to involve WMD. The team can be enroute within three hours to support by:

· Identifying CBRNE agents/substances

· Assessing current and projected consequences 

· Advising on response measures, and with appropriate requests for additional support.  

· Advise civilian responders regarding appropriate response actions 

· Deployed through VDEM

Chemical, Biological Incident Response Force (CBIRF)
· Agent detection and identification
· Casualty search & rescue
· Personnel decontamination
· Emergency medical care and stabilization of contaminated personnel
· Deployed through VDEM
Federal

Federal Bureau of Investigation (FBI)

· Lead federal agency for crisis management

· Serve as lead law enforcement authority for investigation and recovery of evidence

· Conduct rescue of persons held by a hostile force

Federal Emergency Management Administration (FEMA)

· Lead federal agency for consequence management 

· Determines when consequences are “imminent” for purposes of the Stafford Act (source: Federal Response Plan Terrorism Incident Annex, Annex 1999)

Nuclear Regulatory Commission (NRC)

NRC is lead federal agency (in accordance with the Federal Radiological Emergency Response Plan) for facilities or materials regulated by the NRC.
Department of Energy (DOE)

DOE manages radiological emergency response assets supporting an incident involving a WMD.
Department of Health and Human Services (HHS) & The Center for Disease Control (CDC)

CDC's Strategic National Stockpile (SNS) has large quantities of medicine and medical supplies to protect the American public if there is a public health emergency (terrorist attack, flu outbreak, earthquake) severe enough to cause local supplies to run out. Once federal and local authorities agree that the SNS is needed, medicines will be delivered to any state in the U.S. in time for them to be effective. VDH has plans to receive and distribute SNS medicine and medical supplies to local communities as quickly as possible.

Environmental Protection Agency (EPA)

EPA assists in the assessment, containment, cleanup, disposal, and restoration phases of an emergency response operation.

Chemical Response Appendix

Chemical agents are poisonous vapors, aerosols, liquids, and solids that have toxic effects on people, animals, or plants. They can be released by bombs or sprayed from aircraft, boats, and vehicles. They can be used as a liquid to create a hazard to people and the environment. Some chemical agents may be odorless and tasteless. They can have an immediate effect (a few seconds to a few minutes) or a delayed effect (2 to 48 hours). While potentially lethal, chemical agents are difficult to deliver in lethal concentrations. Outdoors, the agents often dissipate rapidly.

Action Checklist

Direct Chemical Response and Decontamination

· Establish incident command

· Establish a security perimeter

· Request HAZMAT support

· Develop a site safety plan

· Make and implement protective actions decisions (evacuation/SIP/combination)

· Issue guidance to the public for performing offsite decontamination

· Coordinate with hospitals to manage decontamination of self-presenting contaminated victims

· Coordinate resource management of HAZMAT equipment, supplies, and personnel

· Evidence is transported to an approved laboratory response network (LRN) lab for analysis

Identify the Hazard
· Identify HAZMAT agent and the extent/scope of the incident

· Analyze weather forecast and conduct hazard zone prediction

· Monitor movement of hazardous releases, and formulate predictions on dispersion and characteristics over time

Assess Hazard and Evaluate Risk

· Develop incident monitoring and sampling strategy based on a realistic assessment of hazards

· Use plume dispersion modeling tools to generate HAZMAT dispersion assessments

· Conduct risk assessments to determine the risk of various actions to both responders and public

· Evaluate effectiveness and capacity of local medical countermeasures and determine need to request additional resources from VDH

· Develop and implement an Incident Action Plan (IAP) for HAZMAT specific issues 

· Establish and mark the isolation perimeter (outer  perimeter)

· Establish a hot zone (inner  perimeter) to identify high hazard area(s) where responders will operate

· Establish other hazard control zones, based on the scope and nature of the event (e.g. off limits zones)

Conduct Rescue Operations

· Determine the nature and priority of rescue operations including the numbers involved

· Identify personnel and equipment requirements to maintain rescue operations

· Coordinate rescue efforts with law enforcement to ensure safety of rescuers

Conduct Mitigation Activities

· Identify need for decontamination activities

· Implement plans to ensure onsite individual gross decontamination of persons and household pets affected by the incident

· Provide a means to allow medical treatment facilities and shelters to identify people who received gross decontamination

· Establish decontamination sites for victims

· Screen affected persons

· Coordinate with the VA Department of Environmental Quality (DEQ) to ensure decontamination, area cleanup, and disposal of waste materials

· Decontaminate affected facilities and equipment used for technical decontamination

· Coordinate cleanup operations

Demobilize WMD and HAZMAT Response and Decontamination

· Ensure incident-specific evidence collection and investigation protocols are clearly understood and communicated to all responders

· Demobilize WMD/HAZMAT

· Arrange release and transportation for demobilized WMD/HAZMAT personnel and equipment

· Conduct an AAR

Biological Response Appendix

Biological agents are organisms or toxins that kill or incapacitate people, livestock, and crops. The three basic groups of biological agents used as weapons include bacteria, viruses, and toxins. Many break down quickly when exposed to sunlight and other environmental factors, while others, such as anthrax spores, are very long lived. Biological agents can be dispersed by spraying them into the air, by infecting animals, and by contaminating food and water. Delivery methods include:
· Aerosols - biological agents dispersed into the air, forming a fine mist that may drift for miles. Inhaling the agent can cause disease in people or animals.

· Animals - some diseases are spread by insects and animals, such as fleas, mice, flies, mosquitoes, and livestock.

· Food and water contamination - some pathogenic organisms and toxins may persist in food and water. Most microbes can be killed, and toxins deactivated, by cooking food and boiling water. Most microbes are killed by boiling water for one minute, but some require longer.

· Person-to-person - spread of infectious agents is possible; human transmission is often the source of viral infection.

Action Checklist

Direct Isolation and Quarantine Coordination

· Identify subject matter experts to oversee isolation and quarantine conduct
· Evaluate effectiveness and capacity of local medical countermeasures and determine need to request additional resources from VDH

· Develop disease-specific isolation and quarantine plan
· Identify applicable isolation and quarantine laws, policies, and implementation procedures

· Provide isolation and quarantine implementation information to the Public Information Officer (PIO)

· Coordinate with PIO to disseminate health and safety information to the public

· Coordinate public information releases about those people who have been isolated or quarantined

· Coordinate with PIO regarding notification of quarantine or isolation to ensure compliance of the general public (e.g. doors remain locked and may be opened only by public health official or designated persons)

· Coordinate with PIO to provide timely dissemination of health and safety information to the public regarding risk and protective actions

· Coordinate with law enforcement to monitor and enforce restrictions

· Ensure appropriate judicial review of isolation and quarantine orders

· Coordinate with public health and medical services to ensure appropriate care for those individuals who have been isolated or quarantined

· Ensure continued availability of critical medical care (e.g. dialysis)

· Coordinate comprehensive stress management strategies, programs, and crisis response teams

· Coordinate to provide water, food, etc. to the isolated and quarantined population

· Coordinate with public works for retrieval and disposal of contaminated articles from homes or other locations where individuals are isolated or quarantined

· Coordinate with the agriculture community regarding potential animal influence on need for isolation/quarantine

· Maintain information systems supporting monitoring adherence to isolation and quarantine measures that comply with the Public Health Information Network (PHIN) requirements and guidance for countermeasure and response administration

Prepare Isolation and Quarantine
· Identify community sites suitable for quarantine

· Consider an order that closes public venues based on the recommendation of an epidemiologist

· Disseminate guidelines for isolation and quarantine restrictions to enforcement personnel 

· Promote public acceptance of isolation and quarantine as necessary control measures
· Prepare plan for care giver treatment of isolated persons

Implement Travel Restrictions

· Establish traveler screening locations

· Screen inbound/outbound travelers from outbreak or pandemic areas for illness or exposure

· Isolate and quarantine potentially infected travelers

· Implement Voluntary Isolation and Quarantine

· Acquire identification information of affected persons under voluntary isolation or quarantine

· Issue medical care and infection control guidance to community 

· Monitor health status of voluntarily isolated and quarantined persons, caregivers, and responders

· Arrange transportation to designated healthcare facilities of critically ill persons under voluntary isolation or quarantine

· Monitor compliance

Implement Mandatory Isolation and Quarantine
· Acquire identification information of affected individuals under mandatory isolation and quarantine

· Provide medical and supportive care guidance to affected population under mandatory isolation and quarantine

· Monitor compliance with infection control and mandatory restrictions of movement

· Monitor health status of individuals and caregivers under mandatory isolation and quarantine

· Arrange for transportation to designated healthcare facilities of critically ill individuals under mandatory isolation and quarantine

Demobilize Isolation and Quarantine
· Participate in incident debriefing on isolation and quarantine implementation

· Release personnel supporting isolation and quarantine operations

· Reconstitute resources and facilities supporting isolation and quarantine operation

· Conduct an AAR

Radiological Dispersal Device/Improvised Nuclear Device Response Appendix

A radiological dispersal device (RDD) is any device that causes the purposeful dissemination of radioactive material without a nuclear detonation. Likely dispersion methods include: An explosive dispersion, known as a “dirty bomb,” or passive/active dispersion of unsealed radioactive sources, e.g., deposit in soil or water, drop from aircraft/airborne device. Explosive RDDs cannot cause mass casualties on the scale of a nuclear explosion. All or most casualties will likely be from the explosion. While large numbers of people in a densely populated area around a RDD detonation might become contaminated and require decontamination, few if any will be contaminated to a level requiring medical treatment. The primary purpose of terrorist use of an RDD is to cause psychological fear and economic disruption.
An improvised nuclear device (IND) is an illicit nuclear weapon or a weapon fabricated from illegally obtained fissile nuclear weapons material capable of producing a nuclear explosion. An exploded IND achieving nuclear yield results in catastrophic loss of life, destruction of infrastructure, and contamination of a very large area. If nuclear yield is not achieved, the result would likely resemble an RDD in which fissile weapons material was dispensed locally. Appropriate radiation monitoring will be performed to determine safety. Fallout that is immediately hazardous will descend to the ground within about 24 hours. The most significant fallout hazard area will extend 10 to 20 miles (16 – 32 km) from ground zero (for a 10 KT explosion), varying with nuclear yield. Within a few miles of ground zero, exposure rates in excess of 100R/h during the first four to six hours post-detonation may be observed.

Action Checklist

Incident Command will quickly gain control of the scene of an RDD explosion and establish “safe” areas in order to protect responders and the public from unnecessary exposure to radiation. This will involve setting boundaries, controlling access, and surveying people and objects to determine if they are contaminated with radioactive materials. A staff member of the radiation control program VA Department of Health (VDH) should function as the Radiation Safety Officer (RSO) in the incident command post upon arrival at the scene.

Radiation Protection

There are three cardinal rules of radiation protection for external radiation exposure: reduce time, increase distance, and use shielding.

Setting up Zones

First responders establish an immediate evacuation area in the dangerous fallout zone where shelter-in-place is not effective
· RDD: 500 meters in radius (1650 feet/approximately 2.5 city blocks)
· IND: 4 miles initially; further decision made once radiation levels area measured- dangerous fallout may extend 10-20 miles from epicenter  
· Minimize time operating within this dangerous fallout zone to lifesaving activities for known survivors
· Request radiation detection teams to assess radiation levels and establish decision area boundaries
· Establish & control access to an evacuee’s safe area
· Survey personnel leaving for contamination prior to release to minimize nuisance contamination spread
Activities conducted by state/local radiation control
· Conduct surveys and adjust radiation zone boundaries

· Identify radioisotopes

· Establish initial monitoring and decontamination guidelines for the responder contamination control point near the outer boundary of the low radiation zone

· Provide guidelines for monitoring and decontamination of victims (including first responders)

· Provide guidelines for a remote monitoring and decontamination station for evacuees in a low radiation and contamination background area

· Provide technical support to medical personnel

· Provide technical support to the PIO

· Perform dose assessments

· Develop protective action recommendations

Operating in Designated Zones

Once radiation control program staff is on the scene, they will track and plan activities in high radiation areas to minimize doses to the responders. Radiation dosimeters will be worn for all entries into radiation zones. Some form of recordkeeping of exposure is maintained. This may include dosimetry records or basic recording of personnel assignments and time spent in various zones. If this is not feasible during the immediate response, an effort to obtain this information will be made as soon as possible after critical needs are met and before personnel leave the site. At a minimum, contact information for responders will be recorded. This effort will be coordinated through the RSO.
Note:  For most RDD scenarios, personnel outside the immediate blast zone are likely to be outside of severe radiological conditions.

Perform Rescue

For outdoor RDD explosions, most of the airborne radioactive dust will have settled to the ground within about 10 minutes. Personnel not wearing protective clothing and respirator when entering a radiation hazard area will at minimum wear a dust mask and overshoes. Responders will assess and treat life-threatening injuries immediately. Treatment of such patients takes priority over all other activities, including decontamination. Responders will not delay treating life-threatening injuries to assess the victim’s contamination status. 

Note:  Decontamination is a local responsibility. The Virginia Emergency Response Team (VERT) ESF 8 will assist local authorities with coordination of decontamination of victims, responders, and persons exposed to contamination by an RDD.
Decontamination of Personnel

· For patients with non-life-threatening conditions:

· Decontaminate if not medically contraindicated, and then treat 

· Uninjured contaminated persons should not be directed to a medical facility

· Contamination is not an immediate medical issue when there are no physical injuries

· External contamination for an incident involving an RDD will not likely be a significant health risk 

· Externally irradiated patients are not contaminated

· Exposure without contamination requires no decontamination

· Contaminated patients who do not have life threatening or serious injuries may be decontaminated on-site or at a designated decontamination center

Sheltering and Relocation

Once the radiation hazard area has been cordoned off from routine use, there may be persons that are prohibited from returning to their homes. ESF 6 will coordinate opening shelters for these victims. A monitoring and 

decontamination station will be established to screen intake of evacuees at the shelter site. While long term sheltering and relocation will most likely not be necessary for those temporarily displaced by an RDD attack, ESF 6 should also begin making provisional arrangements should these services be required.  

Medical Countermeasures

Diagnostic assessment of victims potentially exposed to and internally contaminated by radiation is essential. 

· Special analysis may be required to determine presence of radiation and possibly identification of the specific radionuclide
· These analyses will be coordinated through the Centers for Disease Control (CDC) Radio-bioassay laboratory 
· When testing capabilities are unavailable patients will be managed clinically  

· In an event with radioactive iodine present a decision will be made on issuance of radiation prophylaxis

· Exposed children and young adults could be provided Potassium Iodide (KI) in pill or liquid form to prevent later development of thyroid cancer

· Administration must be started promptly, ideally by 4-5 hours

· Most of the efficacy is lost if more than 12 hours have elapsed

· KI is not indicated for radionuclides other than radioactive iodine

Refinement of access control and Demobilization

After incident hazard areas are stabilized, protective action recommendations can be made based on measurements of residual exposure and on identification of levels of deposited hazardous materials

· ESF 8 and 13 will organize the release and return of hazard areas to routine operations

· Conduct incident debriefing on response execution

· Release personnel supporting response operations

· Reconstitute resources and facilities supporting response operations

· Conduct an AAR

EXPLOSIVE INCIDENT RESPONSE APPENDIX

Explosives are the weapon of choice for terrorism and are intended to cause a mass casualty incident (MCI). This can be achieved through utilizing coordinated attacks combining ambush tactics with strategic secondary explosive devices and/or through an explosive device intended to release CBRN material. This significantly increases response demands to include precautions to these additional hazards.

Action Checklist

Site Assessment 

· An attack that includes simple or high-yield explosives is managed as a crime scene

· There are three categories of explosives incidents

· Pre-Blast incident (unexploded device)

· Post-Blast incident (exploded device)

· Post-Blast contaminated, or dirty, incident (This is an exploded device that disseminates a toxic chemical, biological, or radiological agent) 

· Identify stand-off distance for responders

· Identify potential hazards secondary to initial explosion such as structural damage, fire, utility hazards (gas and water lines; electrical power lines, etc.), spills or releases of toxic materials, etc 

· Coordinate for monitoring equipment to determine the presence or extent of contamination from a release of a toxic chemical, biological, or radiological agent at the incident scene.

· Coordinate with EOD personnel who are properly equipped to enter a pre-blast area to perform rescue

Casualty Management and Medical Facilities

· Relocate ambulatory and non-ambulatory casualties to a safe area

· Establish an on-scene triage, treatment, and transportation operation based on the number of casualties 

· Due to the size of the incident, it may be necessary to establish an off-scene triage, treatment, and transportation operation

· Coordinate testing and monitoring of casualties for the presence of toxic chemical, biological, or radiological contamination

· Coordinate decontamination requirements and keep on standby in a pre-detonation incident

· Notify medical transport assets and facilities to prepare for potential casualties

Resource Coordination

· Start tracking utilized resources and costs as soon as possible and continue to do so throughout the duration of an incident

· Identify and log the incident start time and consider the need to rotate crews in a timely manner

· Identify other resources and their availability

· Urban search and rescue (USAR) teams

· Structural engineers

· Damage assessment teams

· Heavy equipment contractors

· Transportation

· Shelters

· Arrange for fuel and maintenance of apparatus and equipment

· Evaluate needs for  additional medical supplies, communications needs (e.g. radio batteries), personal protective equipment, etc

Weather and Environmental Concerns 

· Acquire weather information for the immediate area as well as a detailed projected forecast for at least the next twelve hours
· Consider the current and projected weather conditions and how it could affect casualties and responders 
Public Welfare and Information 

· Ensure that a public information staging area off-site of the scene is established  
· Utilize the media to assist with general public information announcements
· Maintain a log and casualty-tracking information at the staging area
· Maintain a log of off-site shelters and medical care facilities where casualties have been transported
· Provide information to the media on a timely and consistent basis
Demobilization

· Conduct incident debriefing on response execution

· Release personnel supporting response operations

· Reconstitute resources and facilities supporting response operations

· Conduct an AAR
ACTIVE SHOOTER RESPONSE APPENDIX

An active shooter is an individual actively engaged in killing or attempting to kill people in a confined and populated area; in most cases, active shooters use firearms and there is no pattern or method to their selection of victims. Active shooter situations are unpredictable and evolve quickly. Typically, the immediate deployment of law enforcement is required to stop the shooting and mitigate harm to victims. Active shooter situations are often over within 10 to 15 minutes, therefore before law enforcement arrives on scene, individuals must be prepared both mentally and physically to respond to an active shooter. This preparation is accomplished through owners/operators development of facility emergency action plans (EAPs) and training on responsibilities outlined in those plans for all personnel regularly on site. 

A single shooter attacking targets of opportunity at a fixed facility is the most likely attack a community will face; active shooter scenarios involving multiple shooters and multiple locations represents a currently less likely, but higher impact scenario, and has been identified as a potential tactic for which communities should prepare. This more deadly incident is recognized as asymmetric warfare, in which a weaker opponent uses unconventional tactics against a stronger, more conventional opponent. Asymmetric attacks involve different levels of sophistication and intensity along with multiple and sequential attacks. This requires response to a dynamic, complex incident which will likely exceed the response capabilities of any single jurisdiction in the Commonwealth; each jurisdiction must network with and seek support from neighboring jurisdictions. 
Preparedness Planning and Training
· Assemble a multi-jurisdiction, cross-profession planning team

· Review current threat assessments for each jurisdiction
· Determine the capacity and capability of regional resources available to counter likely threats
· Identify extra-regional resources to fill local/regional gaps and develop mutual aid agreements to satisfy requirements of low frequency - high impact complex incidents
· Assist local facilities in the development of emergency action plans


Note: written EAPs are required for all facilities with 10 or more regular personnel (OSHA 1910.38(b)).
· Develop and implement a joint training program involving all stakeholders, including private sector facilities 
· Develop common policies, tactics, techniques, and procedures for joint response
Action Checklist

Assessment of the Threat
Active shooter scenarios require immediate action and rapid deployment of police and other response personnel.

· Receive notification of the incident
· Receive and process information from those trapped in the danger area

· First law enforcement responders to arrive size up and communicate situation details
· Establish initial incident command

· Begin formulation of an incident action plan

· EOC augments personnel and begins notifications and coordination of support

· Begin formulation of a coordinated action plan

· Communicate the situation and requests for assistance to neighboring jurisdictions and the VEOC
Initiate a Counter Offensive 
Once recognized the intention of the attackers is not to take hostages, but to wound or kill civilians, the objective of law enforcement first responders should be to initiate a counter offensive. 

· Conduct counter-attack with aggressive confrontation of the enemy at the earliest opportunity 

· Establish a joint incident command post(s) and transition to unified command

· Develop an incident action plan

· Identify needs and communicate to EOC for coordination
· Designate locations for perimeters, staging locations, and casualty collection point(s)
Identify Unique CIKR Prevention and Protection Activities
Consider the enemy may intend to take control of infrastructure or resources in order to develop a larger attack
· Identify critical infrastructure and key resources within the area of enemy operations

· Predict the likely intent of the enemy and consequences of same
· Consider need to declare a local emergency based on the scale of the incident and potential consequences

· Conduct direct action to limit loss of lives and deter enemy disruption of CIKR
Select Protective Actions 
Unlike most criminals, active shooters are likely to continue an attack until intervention occurs. 
· Utilizing the facility EAP, identify planned evacuation routes and prepare to receive evacuees

· Decide if protective action decisions (evacuation/shelter-in-place) need to be made given hazards under control of the enemy (e.g. deliberate release of hazardous materials, biological agents, explosives) and proximity of vulnerable populations
Conduct Public Warning 

· Establish a joint information center (JIC) to disseminate information to the public
· Advise citizens to avoid danger areas

· Alert emergency medical facilities of potential mass casualty producing incident
Implement Protective Actions 
· Facilitate the safe evacuation of citizens from danger areas
· Direct those who escape the danger area to a safe zone for follow on actions, including debriefing for information on the enemy, the facility, and personnel 
Conduct Rescue Operations

· Determine the nature and priority of rescue operations including the numbers of victims involved

· Identify personnel and equipment requirements to execute rescue operations

· Coordinate rescue efforts with law enforcement to ensure safety of rescuers

Implement Short-Term Stabilization Actions 
· Establish a family reunification center
· Establish a family assistance center
· Consider implementing the debris management plan
Demobilize Response and Transition to Recovery

· Conduct incident debriefing on response execution
· Conduct critical incident stress debriefings for all involved
· Release personnel supporting response operations

· Reconstitute resources and facilities supporting response operations

· Conduct an AAR
· Update risk assessments
	ACRONYMS



	AAR
	After Action Review

	CBRNE
	Chemical, Biological, Radiological, Nuclear, High-Yield Explosives

	CBIRF
	Chemical, Biological Incident Response Force

	CERFP

CDC
	Chemical, Biological, Radiological, Nuclear and High-Yield Explosive Enhanced Response Force

Center for Disease Control

	CIKR
	Critical Infrastructure and Key Resources

	COOP
	Continuity of Operations

	COVEOP
	Commonwealth of Virginia Emergency Operations Plan

	CST
	Civil Support Team (Weapons of Mass Destruction)

	DBHDS

DHS
	Department of Behavioral Health and Development Services (Virginia)

Department of Homeland Security

	DOE
	Department of Energy

	DOD
	Department of Defense

	DPW
	Department of Public Works

	DSS
	Department of Social Services

	EM
	Emergency Management

	EMS
	Emergency Medical Services

	EOC
	Emergency Operations Center

	EOD
	Explosive Ordinance Disposal

	EOP
	Emergency Operations Plan

	EPA
	Environmental Protection Agency

	EPZ
	(Radiation Plume) Exposure Zone

	ESF
	Emergency Support Function

	FBI
	Federal Bureau of Investigation

	FEMA
	Federal Emergency Management Agency

	HAZMAT
	Hazardous Materials

	HHS
	Department of Health and Human Services

	IC
	Incident Command/Commander

	ICS

IND
	Incident Command System

Improvised Nuclear Device

	IPZ
	Ingestion Pathway Zone

	JFO
	Joint Field Office

	LE
	Law Enforcement

	LFA
	Lead Federal Agency

	MMRS
	Metropolitan Medical Response System

	NBC
	Nuclear, Biological, Chemical

	NIMS

OCME
	National Incident Management System

Office of the Chief Medical Examiner

	PAD
	Protective Action Decision

	POC

RDD
	Point of Contact

Radiological Dispersal Device

	SIP

SNS
	Shelter-In-Place

Strategic National Stockpile

	TRA
	Terrorism Response Annex

	UC
	Unified Command

	VDEM
	Virginia Department of Emergency Management

	VDH

VDSS
	Virginia Department of Health

Virginia Department of Social Services

	VEOC
	Virginia Emergency Operations Center

	VSP
	Virginia State Police

	WMD
	Weapon of Mass Destruction


TAB 1

	2/2/2011
	EMERGENCY SUPPORT FUNCTIONS

	AGENCY
	TRANSPORTATION
	COMMUNICATIONS
	PUBLIC WORKS
	FIREFIGHTING
	EMERGENCYMANAGEMENT
	MASS CARE
	LOGISTICS ANAGEMENT
	HEALTH & MEDICAL
	SEARCH AND RESCUE
	OIL & HAZMAT
	AGRICULTLURE
	ENERGY
	PUBLIC SAFETEY
	LONG TERM RECOVERY
	EXTERNAL AFFAIRS
	MILITARY AFFSAIRS
	VOLUNTEERS & DONTIONS MANAGEMENT
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Table 1 Agency ESF Assignment

*P for Primary Agency; S for Secondary Agency

**Agencies listed in this template are for example only, and the list is not inclusive of those available to every jurisdiction
TAB 2

	TERRORISM INCIDENT RESPONSE TIMELINE

	EVENTS
	PARTICIPANTS

	1. Incident occurs
	First Responders

	2. 911 Center receives calls, dispatches & relays information first responders, begins notification
	911 Center

	3. First responders arrive on scene
a. Make initial assessment (size-up)
b. Establish Incident Command (IC)
c. Recognize CBRNE incident indicators
d. Law enforcement (LE) establishes security
e. Perform rescue as incident permits
f. Begin triage and treatment
g. Begin hazard agent identification
h. IC determines needs for additional assistance including utilizing mutual aid agreements
	Law Enforcement (LE)

EOD

Fire/EMS

Local/Regional HAZMAT Team



	4. 911 Center conducts initial notification 
a. Police Chief (notifies FBI)
b. Fire Chief
c. EOD/HAZMAT Team Leader
d. EM Coordinator (notifies VEOC)
e. Health Department Director
f. EM Director
	911 Center

Police Chief

EM Coordinator

	5. IC manages incident response and directs transition to local Unified Command (UC) as appropriate
	IC

All Responders

	6. Department Chiefs conduct conference call
	Department chiefs and city officials

Additional internal & external partners

	7. Local EOC activated & staffing level determined
a. EOC supports IC
b. Coordinates consequence management activities
c. Begin tracking costs of response efforts
d. Consideration of declaration of local emergency 
e. Coordinates with VEOC
	IC

EOC

VEOC

	8. EOC continues extended notification of ESF’s according to appropriate augmentation level 
	ESF’s according to EOC staffing plan (See ESF 5)

	9. Strategic coordination of crisis management activities. Provide support to JOC. Notification of FEMA.
	IC

EOC

	10. FBI manages criminal investigation. Establish JIC. Local and state EOC’s and FEMA coordinate consequence management activities
	FBI & supporting LE

EOC, VEOC, FEMA

	11. VEOC supports local consequence management. Governor determines need for Commonwealth to declare a state of emergency. Coordinate requests for federal assistance through FEMA
	EOC

VEOC

	12. FEMA representative coordinates with Consequence Management Group. Expedites federal consequence management activities and monitors crisis management response to advise on areas of decision that could impact consequence management activities
	FBI, FEMA, EPA, DOD, DOE, HHS, and other federal agencies

	13. An Emergency Response Team-Advance Element (ERT-A) deploys to State EOC and incident sites. Field sites identified for mobilization centers. Liaisons from WMD response agencies requested for Emergency Support Team (EST). Disaster Field Office (DFO) location & liaisons (local personnel) identified
	ERT-A, Regional-level FEMA, and NRF primary support agencies

	14. A consequence management support team provides operational technical assistance to UC
	FEMA, DOE, DOD, HHS, EPA, and FBI

	15. Recovery phase operations initiate transition of LFA from FBI to FEMA
	EOC, VEOC, FEMA 

	16. Local Emergency Coordinator leads a formal after action review process
	Inclusive


TAB 4

ICS – UCS Integration
As the local response transitions to a federally supported response, with the FBI or FEMA designated as the lead federal agency, the locality’s incident command will integrate into the unified command (UC) (consistent with the NRF 2008).







Tab 5

INSTRUCTIONS TO THE PUBLIC WAITING FOR DECONTAMINATION

AT THE SCENE OF AN INCIDENT

Do not panic, your health is not in immediate danger.

You may have been exposed to radioactive particles. The particles from the explosion may have settled as dust on your clothes or body. In order to protect your health, you may be asked to go to a decontamination center. You should follow these directions to prepare for decontamination:

1. Go to a designated area (                                                                                                                             ).

2. Do not touch your face or put anything into your mouth.

3. Enter the screening area and stand for a screening (survey) of yourself with clothing, and provide the workers with necessary personal information.

4. After you are screened, you will be directed to leave if minimal or no contamination is present. If contamination is found, you will be directed to the wash area, or you may be sent home with instructions how to clean up (decontaminate) there.

5. If you are directed to enter the wash area, you will be segregated with individuals of the same gender. To the extent possible, families will be kept together through the decontamination process. Prepare to remove your outer garments behind a privacy curtain. If radioactive material is on your clothes, removing them will reduce the external contamination and decrease the risk of internal contamination. Prompt removal of outer clothing will also reduce the length of time that you are exposed to radiation. When removing the clothing be careful of any clothing that has to be pulled over the head. Try to either cut the article off or prevent the outer layer from coming in contact with the nose and mouth area. You may also hold your breath while carefully pulling the article over the head.

6. You will be provided with plastic bags. Place all of your clothing in one bag and your valuables in another plastic bag and seal them. You may be asked to double bag your belongings to minimize the potential for bag rupture. You will be instructed on how to handle these items at a later time when we know more about the hazards of the material used.

7. Pass through the wash area.

8. When you reach the end of the wash station, you will be given clothing to put on, and then be directed to the final staging area.
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